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			TERMS OF REFERENCE

	Post Title
	Digital Impact Associate (3 posts)

	Level
	GS06

	Duty Station
	Bunia #137434 - Beni #137508 – Butembo #137410

	Contrat type and duration
	TA/ 6 months

	Start Date
	July 1st, 2026

	Reports to
	Digital Impact Officer Roving #137433

	Budget Code/PBA No
	



BACKGROUND AND CONTEXT: 

The Government of the Democratic Republic of Congo officially declared a new outbreak of Ebola Virus Disease (EVD) affecting the provinces of Ituri and North Kivu, including the health zones of Mongbwalu, Rwampara, Bunia, and additional areas in North Kivu. National authorities, with the support of humanitarian partners, have activated emergency coordination and response mechanisms to contain the outbreak.
The epidemic is unfolding in a highly complex humanitarian context marked by insecurity, armed conflict, population displacement, and limited access to essential services. High population mobility, overcrowded living conditions, and weak WASH infrastructure significantly increase the risk of healthcare-associated and community transmission.
The current outbreak involves a strain of Ebola virus, for which no approved vaccine is currently available. As a result, Infection Prevention and Control (IPC) interventions represent one of the most critical pillars of the response, requiring rapid operational scale-up, strong coordination, and robust monitoring systems across all affected provinces.
In this context, UNICEF is supporting the Ministry of Health and the national IPC coordination mechanisms to strengthen the overall response. 
 
ROLE PURPOSE: 
Digital Impact Associate performs procedural and some specialized activities pertaining to UNICEF’s ICT systems, which include laptop administration connectivity, infrastructure and Emergency operations. Specialized activities typically pertain to the installation and routine configuration of ICT system components and user orientation, managing the network and telecoms infrastructure, supporting the Office. Procedural activities include all other processes that may not require the application of specialized information technology training and knowledge, such as maintaining technical and user documentation and/or serving as focal point for receipt and processing of user requests.

MAJOR DUTIES AND KEY RESPONSIBILITIES: 

General ICT / Office Support
Digital Impact Associates at this level perform a full range of procedural activities in support of ICT to ensure effective communication with client departments/divisions/offices and efficient provision of support to other ICT staff. 
Activities include:
· Providing first-level support that includes receiving, processing and logging service requests.
· Managing lifecycle of ICT incidents assigned to him/her in service management tool.
· Providing support in conferencing with ICT and audiovisual equipment as and when requested.
· Creating and assigning work orders.
· Maintaining ICT inventory, manuals and other documentation. This may require the incumbent to lift, move, mount, or store equipment.
· Setup and Maintain mission critical assets related to connectivity, firewall, software and hardware updates and ensure lifecycle compliance.
· Provide inputs to emergency data telecoms preparedness and ICT-DR simulation testing - for BCP.
· Update and maintain the solarization system 
Minimal ICT Administration
Digital Impact Associates are accountable for specialized support pertaining to IT core platforms and networks requiring thorough understanding of core IT Platforms and networks to facilitate a digital workplace. 
Activities include:
· Installing/upgrading, configuring (routine, standard) and maintaining systems, tools and equipment.
· Providing second-level user support/troubleshooting.
· Extracting data from databases to serve the needs and requests of users, diagnosing errors and correcting as necessary.
· Assisting in the generation of computer reports.
· Providing on-the-job orientation for users in the use of ICT systems.
· Setup any new site/outposts/BCP site as required
Cybersecurity and General Protection of Digital Assets
Digital Impact Associate at this level are expected to have a foundational understanding of cybersecurity principles and data protection best practices, contributing to the overall cyber hygiene and resilience of the office environment. This includes safeguarding UNICEF digital assets and supporting the organization’s Human Risk Management strategy.

Activities include:
· Providing direct support during cybersecurity incidents in the field office, including first response to identity and device compromise, containment actions, and support with recovery procedures in coordination with the Digital Impact Officer, Regional Focal points and Global Security Operations Function.
· Identifying sensitive or regulated data and supporting the implementation and maintenance of standard access controls within UNICEF-approved platforms (e.g., SharePoint, OneDrive, Teams).
· Reinforcing good cybersecurity habits during ICT support interactions, such as password hygiene, phishing awareness, and device hardening practices.

MINIMUM REQUIREMENTS  
Education: Professional and/or university courses related to the field of work are highly desirable.
Work Experience: Minimum six years of practical work experience in information technology, requiring systematic methods of troubleshooting and problem solving is required.
Other skills (if any): Experience in Telecommunications and Network highly required.

Language Requirements: Fluency in French is required. 

	Core Values 
	Core Competencies 

	· Care
· Respect
· Integrity
· Trust
· Accountability
· Sustainability  
	· Demonstrates Self Awareness and Ethical Awareness (1) 
· Works Collaboratively with others (1) 
· Builds and Maintains Partnerships (1) 
· Innovates and Embraces Change (1) 
· Thinks and Acts Strategically (1) 
· Drive to achieve impactful results (1) 
· Manages ambiguity and complexity (1) 



image1.png
— / \
nicef &
A\ 74

for every child





