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TERMS OF REFERENCE

Consultancy on Al Risk Mitigation Framework for the Pacific Healthy Islands
Transformation (PHIT)

CONTRACT MODALITY Individual Consultancy

DUTY STATION Remote with country visits

DURATION OF CONTRACT 6 months

Purpose of Assignment

The Pacific Healthy Islands Transformation (PHIT) Programme supports participating Pacific Island countries (Fiji,
Kiribati, Tonga and Tuvalu) to strengthen health systems through digital health innovations, including the
development of an Al enabled Diagnostic and Treatment Application to support screening and clinical decision for
non-communicable diseases. As part of this effort, UNICEF is responsible for ensuring that Al-enabled solutions
are assessed and deployed in a manner consistent with relevant legal, regulatory, ethical, and operational
requirements across participating countries, supported by appropriate governance and risk mitigation measures.

The programme also provides an opportunity to test and operationalise a structured approach for assessing and
managing risks associated with Al applications in health systems. UNICEF has previously developed an internal Al
Risk Assessment Framework, which provides a strong foundation but requires adaptation for use by government
stakeholders within national health and regulatory environments.

The purpose of this consultancy is to review and adapt UNICEF’s existing Al Risk Assessment Framework into a
practical, operational approach that can be applied by government officials when evaluating Al applications in
health contexts. This includes development of a user-oriented assessment tool, risk classification methodology,
and accompanying governance guidance that links identified risks to mitigation and decision-making processes.

The consultancy will be implemented in close collaboration with government counterparts to strengthen
institutional capacity and ownership through co-design, joint application, mentorship, and structured knowledge
transfer, enabling sustainable adoption of Al risk assessment and governance practices within national systems.

To balance immediate programme needs with longer-term system strengthening, the consultancy will follow a
dual-track approach. It will prioritise the assessment of the proposed PHIT Al Diagnostic and Treatment Application
using the adapted framework, while in parallel refining the framework, tool, and guidance for broader government
use. The initial assessment will focus on identifying and analysing risks associated with the proposed application,
with development and deployment proceeding only after completion of the assessment and consideration of
findings.

This assighment does not aim to establish a new normative framework for Al governance. Instead, it
operationalises existing approaches, drawing on recognised international guidance, including the NIST Al Risk
Management Framework, relevant WHO guidance, and 1SO specifications.

Scope of Work

This consultancy adapts UNICEF’s Al Risk Assessment Framework into an operational approach that supports early,
expert-led assessment of the PHIT Al Diagnostic and Treatment App, while evolving into a tool for national health
officials. The assignment facilitates timely, risk-informed decisions to accelerate the application's design,
procurement, and implementation, while strengthening government capacity through tool development and
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training. By separating framework application from tool creation, the consultancy balances time sensitive
programme needs with long-term goals of institutionalization, sustainability, and alignment with international Al
governance standards.

The consultancy will be delivered over approximately 20 weeks and structured across four phases. It combines

framework adaptation, application to the PHIT priority use case, and capacity building with government

stakeholders. The assignment will follow a dual-track (two-stream) implementation approach, with two
complementary workstreams running in parallel:

e Workstream 1 (Priority application): Focuses on the early application of an adapted Al Risk Assessment
Framework to assess the PHIT Al Diagnostic and Treatment App, generating immediate risk insights to inform
design, procurement, and development decisions.

e Workstream 2 (System development): Focuses on developing, validating, and institutionalising a user-friendly
Al Risk Assessment Tool and governance framework for long-term government use.

These workstreams run concurrently and are closely coordinated, with defined points of convergence across four

phases:

e Phase 1: Establishes a shared interim framework through co-design, regulatory review, and gap analysis

e Phase 2: Prioritises initial risk assessment of the PHIT application (Workstream 1), while initiating testing and
validation of the framework and tool with government users (Workstream 2)

e Phase 3: Integrates findings from both workstreams into comprehensive risk mitigation and governance
guidance

e Phase 4: Finalises the unified framework, tool, implementation package, and support capacity building and
institutionalisation.

More specifically, the consultant is expected to perform the following in each phase:

Phase 1: Problem definition, regulatory review and gap analysis

The consultant will review UNICEF’s existing Al Risk Assessment Framework and assess its suitability for use in the
PHIT programme context. A structured co-design workshops and joint problem definition sessions with
government partners will be critical to setting out the foundations for the next three phases of work, jointly
identify roles, responsibilities, and governance structures for the project and a joint workplan, and identifying the
expertise needed to deliver project outcomes.

This phase will clarify the scope and intended use of the Framework and undertake a structured gap analysis
comparing the existing UNICEF Al risk assessment framework with recognised international approaches to Al
governance, referencing existing WHO and NIST frameworks and other ISO specifications.

Success measures will also be confirmed for each phase and for the outputs.

A review of relevant national legal and regulatory requirements will also be undertaken. This will include
consideration of data protection laws, digital health regulations, biomedical or medical device requirements
where applicable, and any requirements related to automated decision making.

The outputs of this phase will include a gap analysis identifying which components of the existing framework can
be retained, which require modification and which require further development and an Al Assessment tool as
based on that framework.

Format for these outputs should be agreed by CoE, RO and WHO and other stakeholders who will be identified in
Phase 1.

Phase 2: Validation testing with government users, and a separate review of the proposed PHIT Al App

The adapted Al Risk Assessment framework and tool will be tested with government officials from PHIT countries.
Participants will include representatives from ministries of health, digital government or ICT authorities,
procurement functions, legal advisers and data protection offices. And government officials will lead parts of the
validation testing, supported by coaching from the consultant.

Participants will apply the Al Risk Assessment tool to evaluate the PHIT Al Diagnostic and Treatment App. Their
results will be compared with an expert reference assessment to determine whether users are able to complete
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an assessment that broadly corresponds with expert analysis.

This phase will also assess the clarity, usability and practical value of the tool.

Success in this phase requires that at least 80 per cent of participating officials find the guidance practical and are
able to apply the tool and guidance across different Al use cases.

Outside of this work, the consultant will formerly apply the adapted Al Risk Assessment Framework to the
proposed PHIT Al Diagnostic and Treatment application prior to deployment, including identification, assessment,
and documentation of potential risks associated with the future use of the application within health service
delivery contexts.

Phase 3: Development of risk mitigation and governance guidance

The consultant will develop guidance collaboratively with the government describing how findings from the Al
Risk Assessment should translate into practical governance and risk management actions.

The co-defined Risk Assessment Framework will describe roles and responsibilities for managing risks, when
assessments should occur across the development and deployment lifecycle, requirements for documentation
and record keeping, monitoring and testing processes, and escalation procedures where risks are identified.

The Al assessment framework and governance guidance will be tested through scenario based exercises. These
scenario-based exercises using three additional hypothetical Al applications, in addition to the Al Diagnostic and
Treatment App. These include a maternal health screening tool to test applicability across health domains, a voice-
based health worker support tool to test different Al modalities, and a cross-country deployment scenario to test
how the framework performs in different regulatory environments. These scenarios will be confirmed with the
World Bank.

Success in this phase requires that at least 80 per cent of participating officials find the guidance practical and are
able to apply the tool and guidance across different Al use cases.

Phase 4: Finalisation and operational readiness

The consultant will incorporate feedback from earlier phases and finalise the Al Risk Assessment Framework and
Tool. Supporting materials will also be prepared to support operational use by government partners. These may
include user guidance, training materials and simplified documentation describing how the tool should be applied
within national governance processes.

This phase also must include two government-led virtual workshops to support capacity building that include a
sustainability and integration plan describing on how the tool and guidance will be institutionalised so that the Al
Risk Assessment Framework (the Al Risk Assessment Tool and the related guidance) will be able to be applied in
operational contexts across the respective countries.

Participant engagement: Testing will involve government officials from ministries across the four PHIT countries.
Phase 2 will involve approximately 12 to 16 participants, and Phase 3 between 16 and 20 participants. Participants
will receive training on Al governance. The role of the government stakeholders is co-steer the project and to
being a partner in the decision making.

All outputs will be subject to a structured review process, including UNICEF Regional Office (RO) and Health Centre
of Excellence (CoE) review at each phase prior to progression.
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Work Assignments Overview

Deliverables/Outputs

Delivery deadline to complete the
deliverable

Phase 1: Problem definition,
regulatory review and gap
analysis: - Establish a co-designed
and joint process with key
government stakeholders,
including joint planning,
governance arrangements, and
definition of roles and
responsibilities - Review UNICEF’s
existing Al Risk Assessment
Framework and assess its
suitability for government use in
the PHIT context - Conduct a
structured gap analysis against
recognised international Al
governance approaches (e.g.
WHO, NIST, ISO) - Review
relevant national legal and
regulatory frameworks, including
data protection, digital health
regulations, and requirements
related to automated decision-
making and clinical applications -
Define the scope and intended
use of the framework and
confirm success criteria for
subsequent phases - Adapt the Al
Risk Assessment Framework for
use in health programming by
government officials, ensuring
explicit consideration of equity,
gender, disability, and child rights
risks

-Draft an Al Risk Assessment Tool
and associated risk
classification/scoring
methodology linking assessment

Deliverable 1 —

Documentation of inception and
co-designed workshops/ joint
problem definition sessions with
government partners

Inception report, outlining
problem definition, regulatory
review and gap analysis findings,
and a joint workplan.

Adapted (interim) framework
based on gap analysis
(workstream 1)

Framework structured for tool
development (workstream 2)

15/08/2026
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results to mitigation actions

Phase 2: Validation testing with
government users, and a
separate review of the proposed
PHIT Al App -Test the framework
and tool with government
stakeholders, assessing usability,
clarity, and practical value -
Evaluate the ability of
government officials to apply the
tool effectively by comparing
user-generated assessments with
expert reference analysis -Apply
the adapted Al Risk Assessment
Framework to the proposed PHIT
Al App prior to deployment,
including identification,
assessment, and documentation
of potential risks across the
application lifecycle -Use the
PHIT Al app as the primary
practical case study within
government training activities to
test and refine whether
government officials are able to
effectively apply the Al Risk
Assessment Framework and
supporting tool when evaluating
Al health applications, alongside
selected additional use cases

Deliverable 2 —

Documentation of joint technical
reviews and formal government
validation inputs

An assessment of the PHIT Al App
using the adapted framework to
demonstrate the methodology in
practice, before the App is
launched (Workstream 1)

Prototype Al Risk Assessment
Tool (Workstream 2)

20/09/2026

Phase 3: Development of risk
mitigation and governance
guidance -Develop practical
implementation guidance and
governance recommendations
describing how assessment
findings translate into risk
management and decision-
making actions

- Define roles and responsibilities
for risk management across the

Deliverable 3 —

Documentation of scenario-
based consultation process with
government inputs

Refined risk scoring or
classification guidance that links
the assessment results directly to
the mitigation actions

Refined Al Risk Assessment Tool
suitable for use by government

30/10/2026
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Al lifecycle, including
requirements for documentation,
monitoring, and escalation

- Test the framework and
governance guidance through
scenario-based exercises using
additional Al applications (e.g.
across different health domains,
Al modalities, and regulatory
contexts)

- Refine the framework, tool, and
guidance based on testing results
and stakeholder feedback

officials assessing Al applications
in health programmes

Phase 4: Finalisation and
operational readiness -Finalise
the Al Risk Assessment
Framework, Tool, and associated
guidance for operational use -
Develop practical
implementation guidance and
governance recommendations to
support government partners in
operationalizing the framework,
conducting future assessments
independently, and managing
identified risks in practice -
Support the development of a
government ownership and
sustainability plan, setting out
how the tools and framework will
be institutionalised within
national health systems,
including responsible authorities,
integration into existing
processes, and arrangements for
long term maintenance and use

Deliverable 4 —

Final PHIT Al risk mitigation
framework outlining risk
identification, risk
controls/mitigations, governance,
monitoring approach
(Workstream 1)

Final risk assessment framework
that outlines how risks identified
across the Al lifecycle (pre-
deployment, deployment, and
post-deployment) are to be
systematically managed and
mitigated (Workstream 2)

Final risk scoring or classification
guidance that links the
assessment results directly to the
mitigation actions (Workstream
2)

Final Al Risk Assessment Tool
suitable for use by government
officials assessing Al applications
in health programme
(Workstream 2)

Final practical user guidance and

10/12/2026
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training package to support
future implementation by
government partners
(Workstream 2)

A government ownership and
sustainability plan setting out
how the tools and framework will
be institutionalized within
national health systems,
including responsible authorities,
integration into existing
processes, and arrangements for
long term maintenance and use
(Workstream 2)

Knowledge product documenting
the process and lessons learned
(Workstream 1 and 2)

Payment Schedule:

Payment will be made on submission and acceptance of deliverables. UNICEF reserves the right to withhold
payment in case the deliverables submitted are not up to the required standard or in case of delays in submitting
the deliverables on the part of the consultant.

Important Notes

e Individuals engaged under a consultancy or individual contract will not be considered “staff members”
under the Staff Regulations and Rules of the United Nations and UNICEF’s policies and procedures and will
not be entitled to benefits provided therein (such as leave entitlements and medical insurance coverage).
Their conditions of service will be governed by their contract and the General Conditions of Contracts for
the Services of Consultants and Individual Contractors. Consultants and individual contractors are
responsible for determining their tax liabilities and for the payment of any taxes and/or duties, in
accordance with local or other applicable laws.

e The selected candidate is solely responsible for ensuring that the health insurance (and visa if applicable)
required to perform the duties of the contract are valid for the entire period of the contract. Selected
candidates are subject to confirmation of fully-vaccinated status against SARS-CoV-2 (Covid-19) with a
World Health Organization (WHO)-endorsed vaccine, which must be met prior to taking up the assignment.
It does not apply to consultants who will work remotely and are not expected to work on or visit UNICEF
premises, programme delivery locations or directly interact with communities UNICEF works with, nor to
travel to perform functions for UNICEF for the duration of their consultancy contracts.

e UNICEF offers reasonable accommodation for consultants with disabilities. This may include, for example,
accessible software, travel assistance for missions or personal attendants. We encourage you to disclose
your disability during your application in case you need reasonable accommodation during the selection
process and afterwards in your assignment.
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QUALIFICATIONS / SPECIALIZED KNOWLEDGE / EXPERIENCE/ COMPETENCIES
(CORE/TECHNICAL/FUNCTIONAL) / LANGUAGE SKILLS REQUIRED FOR THE ASSIGNMENT
e Education: Masters in artificial intelligence, data science, computer science, public health, health
informatics, or a related field.
o Additional qualifications or demonstrated expertise in digital governance, risk management, or
regulatory frameworks for health technologies is highly desirable.
e  Work Experience:
o A minimum of 5 years of professional experience in Al governance, digital health governance,
technology risk assessment or related fields
o Experience working in the health sector, preferably in public health or health systems contexts
o Experience engaging with senior government counterparts and facilitating co-designing processes,
including capacity building and systems strengthening
e Language Requirements: Fluency in English
e Knowledge/Expertise/Skills:
o Strong understanding of international Al governance frameworks and standards (NIST, WHO, ISO)
o Ability to translate risk assessment findings into practical mitigation and governance actions
o Strong stakeholder engagement and facilitation skills, including co-design with government
counterparts
o Proven ability in capacity building and systems strengthening, including training and knowledge
transfer
o Ability to work across technical, policy, and operational domains
e Desirables:
o Experience in health systems strengthening, particularly in primary health care or digital health
contexts.
o Experience working with governments or international organisations on digital governance or
technology policy will be an advantage.
o Experience in multi-country programmes, preferably in low and middle income (LMIC) or small
island developing states (SIDS) contexts.
o Familiarity with Pacific Island countries and their health system, governance, and digital health
contexts will be an advantage.




