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	UNITED NATIONS CHILDREN’S FUND

GENERIC JOB PROFILE (GJP)



	I. Post Information



	Job Title: Manager, Out/Co-source Internal Audit Services
Organizational Unit: OIAI
Post Location: Remote
	Job Level: P4 (TA)
Job Profile No.: 

CCOG Code: 1.A.21
Functional Code: AUD
Job Classification Level: P4



	II. Organizational Context and Purpose for the job



	The fundamental mission of UNICEF is to promote the rights of every child, everywhere, in everything the organization does — in programs, in advocacy and in operations. The equity strategy, emphasizing the most disadvantaged and excluded children and families, translates this commitment to children’s rights into action. For UNICEF, equity means that all children have an opportunity to survive, develop and reach their full potential, without discrimination, bias, or favoritism. To the degree that any child has an unequal chance in life — in its social, political, economic, civic, and cultural dimensions — her or his rights are violated. There is growing evidence that investing in the health, education, and protection of a society’s most disadvantaged citizens — addressing inequity — not only will give all children the opportunity to fulfill their potential but also will lead to sustained growth and stability of countries. This is why the focus on equity is so vital. It accelerates progress towards realizing the human rights of all children, which is the universal mandate of UNICEF, as outlined by the Convention on the Rights of the Child, while also supporting the equitable development of nations.

Job organizational context:
The Office of Internal Audit and Investigations (OIAI) provides independent and objective assurance and advisory services designed to add value and improve the operations of UNICEF. It helps UNICEF accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of governance, risk management and control processes. OIAI’s annual work plan covers a wide range of UNICEF’s activities implemented at Headquarters and field locations throughout the world.
Purpose for the job: 
The purpose of the Manager of Out/Co-source Internal Audit Services to facilitate, oversee, and coordinate implementation of the Information Communication and Technology (ICT) audit strategy, assess ICT risks and controls across UNICEF’s ICT landscape, and manage the execution of ICT audit engagements.


	III. Key functions, accountabilities, and related duties/tasks:


	ICT Audit Strategy and Plan:
Under the supervision and guidance of Chief Audit, the Manager of Out/Co-source Internal Audit Services will:

· Develop and update OIAI’s ICT audit strategy and plan, ensuring that these focus on significant risks and there is strong business case for the Deputy/Director of OIAI to identify and allocate the require resources to execute the plan and strategy.

· Develop and maintain a pool/roster of subject matter experts (both external and internal to UNICEF) to support the execution of OIAI ICT audit strategy and plan.

· Develop tools and guidance that would be used by OIAI staff to assess ICT-related risks of their respective engagements as well as obtain adequate assurance on the design adequacy and operating effectiveness of ICT controls.


· Manage ICT audits in highly technical areas of current/emerging technologies, including artificial intelligence, technology for development initiatives, various cloud environments, IT service operations, IT infrastructure, cybersecurity, privacy, and related processes.
Vendor Selection:
Under the supervision and guidance of Chief Audit, the Manager of Out/Co-source Internal Audit Services will:

· Develop Terms of Reference (ToR) or tasks orders that would be used to hire subject matter experts.
· Obtain and process OIAI staff input pertaining to ToRs.
· Promptly process Supply Division’s queries on ToRs that OIAI provides to them.

· Work closely with OIAI Administrative Unit to ensure ToRs are promptly provided to the Supply Division and the Supply Division promptly issues requests for proposals (RFPs) accurately reflecting contents of the ToRs.

· Promptly process and address queries from potential vendors in respect of the RFP.

· Lead technical evaluations of bids, develop drafts of technical evaluation reports, process inputs from evaluation team members and provide the report to the Supply Division. 
· Based on the results of technical and financial evaluations of bids, advice the Deputy/Director of OIAI on the suitable vendors to select.
· Work with the Supply Division and the Legal Office to process waivers requests and amicably resolve matters raised by potential awardees in respect of any general terms and conditions of UNICEF contracts.
Engagement and Vendor Management

The Manager of Out/Co-source Internal Audit Services will facilitate, oversee, and coordinate execution of ICT engagements by consultants hired by OIAI, ensuring that:

· The consultants are adequately briefed about relevant UNICEF structures, strategic objectives and priorities, initiatives, operations, etc. before they direct begin to directly engage auditees to manage risk of audit fatigue and build rapport and increase the likelihood of a productive working relationship with the auditee. 
· The consultants have prompt access to relevant auditees’ staff, documents, and systems.
· UNICEF-unique contexts are accurately considered in planning, executing, and reporting in respect of the out/co-sourced engagement.
· Relevant OIAI standards and procedures and/or relevant professional standards are adhered to.

· Auditees and OIAI’s views are appropriately reflected in the planning, execution and reporting in respect of the out/co-sourced engagement.

· The consultant’s engagement scope, objectives are aligned with the relevant ToR or task order and proposed methodology and approach support achievement of the engagement objectives.
· The consultant maintains accurate records of meetings and other interactions with auditee by participating in key meetings that they have with auditees. 

· Milestones in the engagement plan approved by OIAI are effectively monitored to increase scope for their achievement. 
· OIAI reporting format and templates are utilized.
· The performance of the consultants is effectively monitored and evaluated in compliance with relevant UNICEF policies and procedures.

Engagement Workpapers and Monitoring of Actions
The Manager of Out/Co-source Internal Audit Services will ensure:
· Working papers of the consultants are uploaded in OIAI Audit Management System, TeamMate+ and cross-referenced to engagement report.

· Agreed actions and recommendations are accurately recorded in OIAI Audit Management System, TeamMate+.
· Implementation of agreed actions and recommendations are promptly monitored, evidence of implementation provided by auditees is evaluated and OIAI Audit Management System, TeamMate+ is promptly and accurately updated in respect of the implementation status of the recommendations.   
Innovation, Knowledge Management and Capacity Development
· Contribute to OIAI’s risk-based work planning activities, development of professional internal audit policies, procedures, and change initiatives.
· Participate in professional development activities, and other activities as required.



	IV. Impact of Results:


	The effectiveness and success of the Audit Manager - Vendor Management and Engagement role directly influences UNICEF's ability to uphold and enhance its audit standards and operational integrity. By ensuring meticulous vendor selection and management, this position contributes significantly to the optimization of audit processes, enhancing accountability, transparency, and the efficient use of resources. The strategic management of vendor relationships and engagements underpins the organization's mission to advocate for children's rights and welfare globally, fostering trust and ensuring that UNICEF's operations are conducted in the most effective and efficient manner possible. The role's impact is measured by improved audit outcomes, stronger internal controls, and the successful resolution of audit issues, ultimately supporting UNICEF's commitment to delivering results for children.


	V. Child Safeguarding 



	Child safeguarding involves proactive measures to limit direct and indirect collateral risks of harm to children, arising from UNICEF’s work, UNICEF personnel or UNICEF associates. The risks may include those associated with physical violence (including corporal punishment); sexual violence, exploitation, or abuse; emotional and verbal abuse; economic exploitation; failure to provide for physical or psychological safety; neglect of physical, emotional, or psychological needs; harmful cultural practices; and privacy violations.

The incumbent to this role is expected to have special responsibilities in managing child safeguarding risks and in taking appropriate measures to prevent any harm to children. The role has the potential to particularly affect children, (i) because the incumbent will be working closely with children; (ii) with their data; (iii) because the children’s background or situation make them vulnerable; or (iv) the role may entail responsibilities in reporting and responding to child safeguarding concerns. The position is considered as an “elevated risk role” and the appointee will be subject to a more rigorous vetting and training.


	V. UNICEF values and competency Required (based on the updated Framework)



	Core Values 

· Care 

· Respect

· Integrity

· Trust

· Accountability
· Sustainability
Core Competencies

· Demonstrates Self Awareness and Ethical Awareness (1)

· Works Collaboratively with others (1)

· Builds and Maintains Partnerships (1)

· Innovates and Embraces Change (1)

· Thinks and Acts Strategically (1)

· Drive to achieve impactful results (1)

· Manages ambiguity and complexity (1)




	VI. Recruitment Qualifications



	Education:
	An advanced university degree (master’s degree or equivalent) in business administration, finance, economics, accounting, risk management, information technology, or another related field is required. 

Certification as a Certified Internal Auditor (CIA), Certified Public Accountant (CPA), Chartered Accountant (CA), Certified Information Systems Auditor (CISA), Certified Information Systems Security Professional (CISSP), Certified Information Privacy Professional (CIPP) or equivalent may be accepted in lieu of an advanced university degree.

	Experience:
	At least eight years of progressively responsible relevant professional experience in internal, external auditing, ICT auditing, or managing the development, rollout, and support of ICT services is desirable.

Relevant ICT experience obtained by working in development financial institutions and/or the United Nations System is highly desirable.

	Language Requirements:
	Fluency in English is required. Knowledge of another official UN language (Arabic, Chinese, French, Russian or Spanish) or a local language is an asset.



	VII. Skills

	Technical
Authoritative knowledge of ICT governance, risk, and control concepts (related to information systems audit, information security, privacy, general IT controls, application controls and technology risks), principles, frameworks, and methodologies.
Proficiency in managing projects, including planning, scheduling, and monitoring the execution of tasks efficiently within timelines.
Demonstrated ability to stay abreast of trends and recent developments in ICT.
Interpersonal and Communication 

Highest levels of tact and discretion to conduct sensitive, complex engagements; and to establish and maintain trusted partnerships. 

Capacity to interact openly, honestly, and professionally with individuals and in teams from a wide range of cultures and staffing levels – in and out of the division.
Managerial

Proven ability to allocate appropriate time and resources for successful achievement of goals and foresee risks and allow for contingencies when planning.

Proven ability to implement clear goals that are consistent with agreed strategies and objectives, identify priority activities and assignments, adjust priorities as required.
Strategic
Capability to develop and implement strategic plans for vendor management that align with organizational objectives.
Ability to adapt to changing circumstances and requirements, ensuring flexibility in vendor management strategies.
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