SPECIFIC JOB PROFILE

l. Post Information

Job Title: Data Protection and Privacy Job Level: P-4
Manager Job Profile No.: 107002
Supervisor Title/ Level: Chief (Risk Job Classification Level: P-4

Management in Programming and
Safeguarding Unit)/ P-5

Organizational Unit: Office of Strategy and
Evidence - Innocenti, Programme
Effectiveness

Post Location: Florence, ltaly

ll. Strategic Office Context and purpose for the job

The fundamental mission of UNICEF is to promote the rights of every child, everywhere, in
everything the organization does — in programmes, in advocacy and in operations. UNICEF’s
equity strategy puts the most disadvantaged and excluded children and families first, ensuring
every child can survive, develop, and reach their full potential without discrimination.

Strategic office context:

The Office of Strategy & Evidence (OSE) - Innocenti provides leadership across UNICEF and is
accountable for —among others — the areas of data, research and evidence generation, foresight,
knowledge, and assure development effectiveness through strategic planning, monitoring and
results & risk management.

By integrating data generation and use, research and foresight with programme effectiveness,
OSE informs and strengthens the acceleration of progress towards SDGs, delivery of the
Strategic Plan’s results for children at country level, contributes to thought leadership, and helps
anticipate emerging challenges, thus, making sure that Country Programmes are informed and
respond to national priorities for children according to different contexts, including humanitarian.

This includes ensuring that UNICEF programmes, evidence activities and operations use data
responsibly, including personal data in line with the UNICEF Policy on Personal Data Protection,
doing no harm to children and other data subjects, and improving programmatic outcomes
through respect for the right to privacy and an empowerment of individuals. The UNICEF
personal data protection programme is in a key phase of its delivery, requiring, among other
things, the implementation of remaining internal audit actions, the conclusion of the global
Record of Processing Activities, as well as finalizing the integration of risk management activities
into existing programme, evidence and operational activities.

The post reports to the Chief, Risk Management in Programming and Safeguarding (RMPS) Unit
of the Programme Effectiveness Team (PET). The RMPS Unit was established in 2024 to drive
an integrated approach to risk management in programming and safeguarding to enhance the
quality of UNICEF’s programmes and operations. The RMPS Unit is mainly structured around
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four pillars: i) Social and Environmental Safeguarding (SES) - inclusive of
ESS/Safeguarding/PSEA, ii) Complaints and Feedback Management (CFM), and iii) Data
Protection and Privacy (DPP). The RMPS team works closely with numerous risk management
teams across UNICEF.

Purpose for the job:

This post serves as the Organization’s lead technical authority on personal data protection and
privacy. It is aimed at providing technical leadership in establishing and rolling out the corporate
regulatory framework on personal data protection and privacy in UNICEF, including monitoring
and addressing risks of personal data processing. Under the guidance and supervision of the
Chief, Risk Management in Programming and Safeguarding, the Data Protection and Privacy
Manager works closely with HQ Divisions, particularly with the Digital Impact Division (DID), the
Legal Office (LO), Division of People and Culture (DPC), Public Partnerships Division (PPD).
Private Fundraising and Partnerships (PFP), Chief Risk Officer (CRO), Supply Division (SD), as
well as with Regional Offices and Country Offices. The Data Protection and Privacy Manager
also works closely with counterparts in UN entities and diverse partners, as needed, and is
expected to work closely with all the other units in OSE, including the Chief Data Officer and the
Senior Ethics Advisor, and in the Programme Effectiveness Team.

The purpose of this position includes:
1. Technical leadership on personal data protection and privacy;

2. Develop and implement a global strategy to create a culture of privacy and strengthen
related risk management knowledge and capacity of UNICEF staff and partners;

3. Planning, oversight, implementation, monitoring and reporting of global data protection risk
management related activities;

4. Risk-informed and needs-based technical support on personal data processing, at global,
regional, and country level; and

5. Team Management.

lll. Key functions, accountabilities and related duties/tasks:

1. Technical Leadership for Personal Data Protection and Privacy

e Provide technical leadership and authoritative advice on personal data protection and
privacy across organizational programmes, operations, and digital initiatives, including
the UNICEF Policy on Personal Data Protection and related procedures.

o Develop and promote organizational policies, standards, guidance, and tools related to
data protection, including privacy management platforms, risk questionnaires,
contractual and privacy notice templates, and others and integrate these requirements
as much as possible into existing regulatory documents, processes and tools, in
particular with respect to an integrated risk management and safeguarding approach

e Monitor emerging trends, technologies, and risks related to personal data processing
and advise management on appropriate safeguards and governance measures.

e Contribute to the development of institutional approaches/positions to responsible data
use, including ethical data governance, privacy-by-design, and data minimization
practices.

2. Global Strategy and Culture of Privacy
e Design and implement awareness, communication, and capacity-building initiatives to

strengthen staff and partner knowledge on personal data protection and privacy risk
management.
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Support the development of training programmes, guidance materials, and knowledge
resources to build organizational capacity on privacy and data protection.

Engage with senior leadership to embed privacy risk management into governance
structures, decision-making processes, and organizational accountability frameworks.

Global Privacy Risk Management Oversight

Lead the planning, oversight, implementation, monitoring, and reporting of global
activities related to privacy and personal data protection risk management.

Establish and maintain organizational frameworks and procedures for identifying,
assessing, and mitigating risks associated with personal data processing.

Establish and maintain an organizational record of personal data processing activities to
support oversight, transparency, and privacy risk management.

Monitor organizational compliance with internal policies and relevant data protection
standards and provide recommendations for improvement.

Prepare periodic reports for senior management on privacy risks, mitigation measures,
and organizational performance in personal data protection.

Risk-Informed Technical Support to Programmes and Operations

Provide risk-informed and needs-based technical advice to headquarters divisions,
regional offices, and country offices on responsible personal data processing.

Support programme teams in designing and implementing data protection safeguards
in data-driven initiatives, including beneficiary data systems, digital services, monitoring
activities, and research.

Advise on privacy safeguards in partnerships, data sharing arrangements, and
engagements with governments, NGOs, and private sector actors.

Support the identification and mitigation of privacy risks related to digital technologies,
innovation initiatives, and large-scale data collection activities.

Provide technical input to organizational guidance on data sharing, cross-border data
transfers, and secure data management practices.

5. Privacy Governance, Accountability and Incident Response

Coordinate and advise on the management of personal data incidents and support the
development of response and mitigation mechanisms.

Provide advice on organizational accountability mechanisms, including by monitoring
trends, identifying systemic risks, and recommending improvements to policies and
practices..

Coordinate with internal oversight entities, legal offices, information security teams, data
governance and risk management functions to ensure coherent governance of personal
data protection across the organization.

Represent the organization in inter-agency coordination mechanisms and professional
networks on data protection and privacy.

6. Team Management

Supervise, manage, and direct technical staff, including appraisal of staff performance
Communicate standards of performance, and assign responsibilities for achieving
results according to the defined tasks.

Manage consultants and vendors as applicable.

IV. Impact of Results

UNICEF is committed to upholding the highest standards of personal data protection and privacy,
ensuring that personal data processing does not cause harm to the people behind the data and
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individuals will be empowered to better control their data, thus improving programmes for
children. The incumbent is responsible for providing independent, risk-informed oversight and
technical leadership on personal data protection and privacy across the organization. Through
the establishment of governance frameworks, guidance, and monitoring mechanisms, the role
ensures that personal data is processed responsibly and in compliance with organizational
policies and applicable standards. Effective performance of this role strengthens accountability,
mitigates privacy risks, safeguards the rights of data subjects, and enables the safe and ethical
use of data to support programmes and operations globally.

V. Competencies and level of proficiency required

Core Values attributes

Care

Respect
Integrity

Trust
Accountability
Sustainability

Core competencies

Builds and maintains partnerships

Demonstrates self-awareness and ethical awareness
Drive to achieve results for impact

Innovates and embraces change

Manages ambiguity and complexity

Nurtures, leads and manages people

Thinks and acts strategically

Works collaboratively with others

VI. Recruitment Qualifications

Education: An advanced university degree (Master’s or higher) in business or public

administration, law, finance, accounting, or computer/information
science, is required.

A combination of a legal or business/public administration degree with a
technical or computer science degree is preferred.
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Experience:

A minimum of eight years progressively responsible professional
experience in law, information security, risk management, auditing
and/or compliance or a related field is required.

At least five years professional experience in an area involving data
protection or privacy is required.

Experience working for a large international corporation or
international organization is required.

Experience within the UN system is desirable.
Experience of UNICEF (or similar) work at country level is desirable.

A good working knowledge of multiple domestic and international
privacy laws, regulations and industry best practices is highly
desirable.

Experience addressing data protection or privacy related incidents is
highly desirable, including incidents involving children.

Experience implementing data privacy policies addressing multiple
kinds of organizational or corporate relations is desirable (e.g.
business-to-consumer and business-to-business contexts; donor,
partner, staff and beneficiary-oriented policies in an aid
organization).

Experience in designing/developing and rollout of regulatory
documents, guidance, tools and information management systems,
including capacity strengthening, is desirable.

Experience in designing and managing programmes is an asset.

Experience or familiarity with governance, risk and compliance tools
and how they can be used to support privacy-related activities is
desirable.

Understanding/experience of major programming tools and
processes, preferably with UNICEF, is an asset.

Familiarity and experience with legal issues or risks in enterprise,
cloud or multi-jurisdictional platforms is an asset.

Experience in auditing frameworks and international standards is
desirable.

Ability to work in a multi-cultural environment is essential.

Demonstrated maturity in judgment and interpersonal skills is
essential.

Strong analytical, problem-solving and decision-making skills, with
the ability to assess risks and opportunities, implement related
measures, manage complex situations, and provide sound and
timely advice, is essential.

Demonstrated experience translating complex data from diverse
sources into strategic actions, policies or guidance at global or
regional level is an asset.

Proven communication skills, including facilitation and use of tools
for online and face-to-face workshops, presentations, discussions
and networking of strategic information is essential.

Language
Requirements:

Fluency in English is required, including excellent writing,
presentation and facilitation skills is required.

Knowledge of another official UN language (Arabic, Chinese,
French, Russian or Spanish) or a local language is an asset.
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