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TERMS OF REFERENCE

Senior Data and System Management Consultant

CONTRACT MODALITY

DUTY STATION

DURATION OF CONTRACT

Purpose of Assignment

Individual Consultancy

Amman, Jordan (On-Site)

12 months

e Enhance system security by implementing new measures and protocols to protect against potential threats and

unauthorized access.

e Ensure the accuracy and integrity of data through auditing and cleansing processes

e Provide support on payment process and system integration with Artificial Intelligence

e Provide support in tracking and monitoring performance issues to optimize system performance and ensure
smooth operations, addressing any infrastructure-related challenges that may arise.

Scope of Work

UNICEF is seeking a highly skilled Senior Data and Systems Management Consultant to oversee and optimize its
data management processes and technological infrastructure. This comprehensive role is crucial for ensuring
efficient data operations and safeguarding UNICEF's systems against potential threats. The consultant will be
responsible for ensuring data accuracy and integrity through rigorous auditing, cleansing, and reporting. In
addition to managing Linux and Azure Cloud servers and addressing infrastructure-related performance issues,
the consultant will implement and maintain robust security protocols. Furthermore, the role involves supporting
payment processes, facilitating system integration with Artificial Intelligence, and maintaining the applications to
deliver a secure, user-friendly experience aligned with UNICEF's ongoing operational needs.

Work Assignments Overview

Deliverables/Outputs

Delivery deadline to complete the

deliverable
Infrastructure: Lead the initial setup, | Deliverable 1 Aug 31, 2026
configuration, and inventory of
Linux, Windows, and Azure Setup & Inventory: Validated
resources. infrastructure setup document and
complete IT Asset Inventory.
Infrastructure: Optimize the Deliverable 2 Sep 30, 2026

configured Linux, Windows, and
Azure resources, transitioning them
to automated performance systems.

System Optimization: Infrastructure
optimization report detailing the
resolution of identified bottlenecks
and implementation of automated
health checks.
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Infrastructure: Develop Standard
Operating Procedures (SOPs) for the
ongoing management of the Linux,
Windows, and Azure infrastructure,
and conduct final system handover.

Deliverable 3

Handover Phase: Final Standard
Operating Procedures (SOPs) for
infrastructure management and
final system handover.

Oct 31, 2026

Infrastructure security: Execute
comprehensive infrastructure
security assessments to identify
vulnerabilities.

Deliverable 4

Initial Security Assessment:
Comprehensive security assessment
report detailing identified
vulnerabilities and proposed
mitigation architecture.

Nov 30, 2026

Infrastructure security: Deploy Deliverable 5 Dec 31, 2026
security countermeasures and
access controls based on assessment | Implementation Phase: Technical
findings. report documenting the successful
deployment of security
countermeasures and access control
protocols.
Infrastructure security: Conduct final | Deliverable 6 Jan 31, 2027
Disaster Recovery (DR) testing for
the secured infrastructure. Handover Phase: Final Disaster
Recovery (DR) test results and
complete security handover
documentation.
Application Enhancement: Deploy Deliverable 7 Feb 28, 2027

major core application upgrades and
verify initial bug fixes.

Initial Deployment: Application
upgrade plan and initial deployment
report featuring verified bug fixes.

Application Enhancement: Roll out
verified feature enhancements for
the core application and ensure
cross-platform compatibility.

Deliverable 8

Feature Enhancements:
Deployment report validating the
rollout of major feature
enhancements and cross-
platform compatibility.

Mar 31, 2027

Application Enhancement: Deliver
final technical documentation,
changelogs, and conduct source
code handover for the core
application.

Deliverable 9

Handover Phase: Final
comprehensive technical
documentation, source code

Apr 30, 2027
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handover, and final version
changelogs.

Payment Lists: Execute data Deliverable 10 May 31, 2027
cleansing for historical payment lists
to ensure accuracy Data Cleansing Phase: Data
validation report and delivery of the
fully cleansed and accurate historical
payment list dataset.
Payment Lists: Integrate Artificial Deliverable 11 Jun 30, 2027
Intelligence (Al) models to optimize
the payment workflows. Al Integration: Al integration
architecture document and pilot
implementation report for payment
workflows.
Payment Lists: Finalize the Deliverable 12 Jul 31, 2027

evaluation of the Al-optimized
payment workflows and complete
the data migration handover.

Handover Phase: Final evaluative
report on the Al-optimized payment
workflows and complete data
migration handover.
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Payment Schedule:

Payment will be made on submission and acceptance of deliverables. UNICEF reserves the right to withhold
payment in case the deliverables submitted are not up to the required standard or in case of delays in submitting
the deliverables on the part of the consultant.

Important Notes

e Individuals engaged under a consultancy or individual contract will not be considered “staff members”
under the Staff Regulations and Rules of the United Nations and UNICEF’s policies and procedures and will
not be entitled to benefits provided therein (such as leave entitlements and medical insurance coverage).
Their conditions of service will be governed by their contract and the General Conditions of Contracts for
the Services of Consultants and Individual Contractors. Consultants and individual contractors are
responsible for determining their tax liabilities and for the payment of any taxes and/or duties, in
accordance with local or other applicable laws.

e The selected candidate is solely responsible for ensuring that the health insurance (and visa if applicable)
required to perform the duties of the contract are valid for the entire period of the contract. Selected
candidates are subject to confirmation of fully-vaccinated status against SARS-CoV-2 (Covid-19) with a
World Health Organization (WHO)-endorsed vaccine, which must be met prior to taking up the assignment.
It does not apply to consultants who will work remotely and are not expected to work on or visit UNICEF
premises, programme delivery locations or directly interact with communities UNICEF works with, nor to
travel to perform functions for UNICEF for the duration of their consultancy contracts.

e UNICEF offers reasonable accommodation for consultants with disabilities. This may include, for example,
accessible software, travel assistance for missions or personal attendants. We encourage you to disclose
your disability during your application in case you need reasonable accommodation during the selection
process and afterwards in your assignment.

QUALIFICATIONS / SPECIALIZED KNOWLEDGE / EXPERIENCE/ COMPETENCIES
(CORE/TECHNICAL/FUNCTIONAL) / LANGUAGE SKILLS REQUIRED FOR THE ASSIGNMENT

Minimum reguirements:

Education:

e Computer Science, Information Technology, Engineering, or a related field
Work Experience:

e Minimum of 10 years of progressively responsible professional experience in data management, systems
administration and security, networking, application development, and Azure cloud computing platforms is
required.

e A minimum of 3 years of that experience must be within non-governmental organizations (NGOs).

e Additionally, at least 3 years of hands-on practical experience with Microsoft Azure services (virtual
machines, storage, networking, security, application gateways, and hybrid connectivity) is required.

Knowledge/Expertise/Skills:

e Data Management: Deep understanding of database management, data governance principles, auditing,
and data privacy regulations.
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e Systems Administration & Cloud: Advanced proficiency in Linux and Windows server administration,
networking, and system performance optimization, including Microsoft Azure services.

e Application Development: Proven experience in full-lifecycle application development, Ul design, and
implementing robust application security.

e  Cybersecurity: Strong track record of implementing comprehensive security measures, access controls, and
compliance standards across systems and applications.

e Problem-Solving: Excellent analytical and troubleshooting skills to identify and resolve complex technical
issues across data pipelines and server infrastructure.

e Communication: Strong project management and collaboration skills, with the ability to communicate
technical concepts to non-technical stakeholders and lead cross-functional initiatives.
Language Requirements:

e English/ Arabic




